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Abstract

The security of a system is a critical issue that cannot be overlooked, no matter how well-
designed the system may initially appear. This is because security involves protecting an
organization's assets, which can range from tangible items like web pages and customer
databases to intangible aspects such as the company's reputation. Given that security is a
fundamental requirement, it is essential for organizations to incorporate security elements
into their systems. A common system within organizations is the web-based application,
which not only offers reliable services to users—both potential and existing customers—but
also helps safeguard the organization's reputation and ensures the continuity of future
business engagements. Currently, evaluations of web-based applications primarily focus on
aspects such as usability, user satisfaction, and user acceptance, often neglecting the security
evaluation aspect. This paper will discuss the criteria needed to evaluate web-based
applications from a security perspective. The proposed criteria will be applied in evaluating
the Higher Institute of Science and Technology, Ragdalin Portal, as a case study in which a
website designer was interviewed and asked questions related to the proposed criteria to
identify the security vulnerabilities of web-based applications. This research paper will
include an analysis based on this evaluation, with the hope that these evaluations can be used
to develop better security practices for both the Higher Institute of Science and Technology
Ragdalin portal and web applications in general in the future.

Keywords: Web-based application, Higher Institute of Science and Technology,
Ragdalin Portal, Security evaluation.
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1. Introduction

Currently, there are thousands of hosts providing applications and web services, with
hundreds of thousands of web locations and custom-built web applications available on the
Internet. Many of these were developed initially without considering application-level
attacks, making them susceptible and difficult to secure. Despite ongoing efforts to enhance
the security of these web applications and tools, new vulnerabilities are discovered and
publicized each month, which can often be addressed. However, most of these tools
highlight known vulnerabilities, focusing on specific severe issues without guaranteeing
complete security.
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Fortunately, combining application security scanning tools with firewall devices can offer
high-level protection for online commercial transactions involving web applications. A
security model addresses the theoretical need to model information security, focusing on
maintaining three critical information characteristics: privacy, integrity, and availability.
Privacy ensures that information is shared only with authorized individuals or organizations,
while integrity ensures that information remains accurate and complete, as explained by [1].
The evaluation criteria are standardized to specify what the evaluation sponsor (the person
or organization requesting the evaluation) must provide and what the evaluator (the
independent person or organization conducting the evaluation) must do. This standardization
aims to ensure consistency and uniformity in evaluation results. For each evaluation area,
the required documentation from the sponsor is identified, followed by criteria for each
relevant aspect or phase of the evaluation.

There is a lack of research focused on evaluating web-based applications from a security
perspective. Therefore, this research aims to establish criteria for evaluating web-based
applications with a focus on security.

The rest of this paper is organized as follows. Section 2 presents the related works. Section
3 shows the methodology. Section 4 analysis and results, Section 5 presents the conclusion
and future works.

1.1. Problem Statement

The significance of web-based applications is indisputable, as users rely on them to deliver
their intended services effectively. These users, including both potential and current
customers, represent valuable assets to a company. Therefore, web-based applications must
maintain not only usability but also robust security. However, current evaluations of these
applications predominantly emphasize usability, user satisfaction, and user acceptance, with
insufficient focus on security assessment. This research seeks to address this gap by
establishing criteria for evaluating the security of web-based applications.

1.2. Research Objectives

This research aims to accomplish the following objectives:

1- Propose criteria specifically designed to evaluate the security of web-based
applications.

2- Apply the proposed security evaluation criteria to the Higher Institute of Science and
Technology's Ragdalin Portal as a case study.

3- To provide some analysis based on the security evaluation performed in the case study.

2. Related Work

The primary goal of the related work section is to update you and the readers on the
current knowledge and ideas in the field, including diverse perspectives and viewpoints.
Additionally, the literature review provides a foundation for defining and defending your
research topic. It helps explain how your research fits into the broader context and justifies
your approach to the topic. The related work involves the following steps:
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2.1 Web-based application

Non-browser-based applications are relatively uncommon but can be useful in specific
scenarios. Some desktop applications, such as download managers like DAM [2], support
HTTP and can be considered non-browser-based applications. While web browsers
themselves are desktop applications that communicate with web servers via HTTP,
similar desktop applications can act as client components to access web servers and utilize
web services. The advantage of native desktop applications over browser-based ones is
that they can offer rich and complex GUIs and can be developed with less effort compared
to browser-based web applications.

The role-based access control (RBAC) model for web-based applications extends
traditional RBAC from a single enterprise domain to web implementations. In the context
of the Internet, establishing trust is crucial for users engaging in sensitive transactions
without pre-established trust, which is vital for e-commerce. The RBAC model and XML-
based ORBAC security policy can be applied to define security policies for web-based
applications, as outlined by [1].

Web-based applications present unique testing challenges compared to traditional
applications due to their heterogeneous components, which arise from various
technologies and programming models, and the diverse environments in which they
operate, including different host platforms and browsers. Additionally, the global and
distributed nature of web application users and the capability to generate software
components at runtime add complexity to testing. Many research projects, including those
by [3] have focused on defining test models, typically using object models and state
machine models, to address these challenges.

2 .2 Current evaluation methods for web-based application

Students are notified about the web-based course evaluation process through their
university-assigned email addresses. However, this method poses a challenge since it
cannot be guaranteed that students regularly check their university emails. To address this
issue, advertisements are placed in the campus newspaper, and posters are displayed in
the engineering buildings' hallways to announce the commencement of the web-based
evaluation process. Additionally, faculty members are encouraged to inform their classes
about the online course evaluation. The primary advantages of web-based course
evaluations include the flexibility and consistency of evaluation items, the immediate
availability of evaluation data to aid faculty and departments in course planning, and the
storage of data for trend analysis, as noted by [6].

[4] conducted a comprehensive analysis of usability evaluation methods in the Web
domain. Their findings revealed significant gaps in the currently utilized evaluation
methods. Due to the complexity of web artifacts, no single method was deemed
universally applicable for all situations. Consequently, usability evaluation methods are
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continuously revised to address all aspects of usability across various categories of
software applications.

2.3 Importance of evaluating web-based application

[7] Emphasize that the extent to which a web-based evaluation instructional system can
be automated and tailored to meet the specific needs of a particular library is crucial in its
development. The EMIS approach, characterized by its descriptive and unidirectional
nature, guides users through a set of pre-developed instructional modules. These modules,
being general in nature, may not fully address the unique needs of a specific library and
its evaluation requirements. On the other hand, according to [8] evaluating the quality of
websites is essential for effectively browsing interesting sites. A website is often viewed
as a scientific showcase when considering an institution. The most common strategy
adopted by some approaches is to understand the type of website to propose relevant
criteria. For instance, a website facilitating payment transactions [12] will not be
evaluated with the same characteristics as an academic site [10].[8] provides a literature
review to identify the purposes of recent research, determine the affected categories, and
propose a process for extracting criteria for evaluating websites based on a review of
existing studies.

2.4 Security for Web-Based application

Some papers address security issues but do not thoroughly examine web application
security tools. Security in web applications is a critical issue that requires careful
attention.

Various solutions can be implemented to enhance security services in web applications.
Although no solution is entirely perfect, these measures act as preventive steps against
potential threats. One effective solution is the implementation of a Web Application
Firewall (WAF). A WAF helps monitor and filter traffic between a web application and
the internet, providing insights into packet data traffic and blocking various attacks.
According to the OWASP Top Ten list, the most prevalent attacks include Injection,
Cross-Site Scripting (XSS), and Broken Authentication and Session Management [9]
These attacks typically target web servers, making the role of WAFs crucial in mitigating
such threats.

Many verification tools have successfully discovered previously unknown vulnerabilities
in legacy C programs, suggesting that similar success could be achieved with web
applications. A key difference is that vulnerabilities in C or Java often result from
improper control flow, whereas web application vulnerabilities typically arise from
insecure information flow, which encryption or traditional web access control models
cannot adequately address [7]. Securing web services involves considering five
fundamental areas: message-level protection, message privacy, parameter checking,
authentication, and authorization. It is important to evaluate these aspects within the
context of network services rather than network security itself, as network security
pertains to a different layer of the ISO model. Some solutions employ similar
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technologies, which were initially developed for network services and have been in use
for many years [5].

2.5 Evaluate security criteria for web-based applications

To assess security criteria for web-based applications using a portal as a case study, we
can examine various dimensions such as authentication, authorization, data protection,
secure communication, and vulnerability management.

[13] conducted a comprehensive survey of recent research in web application security.
They outlined the unique characteristics of web application development, identified key
security properties that should be preserved, and categorized existing works into three
major classes. Additionally, they highlighted several open issues that still need to be
addressed.

Although numerous research studies have been conducted on web application security
evaluation, few attempts have been made to establish a systematic approach that
quantifies the results. Below are several papers that discuss this research area:

[14] introduced a security evaluation framework for web-portal security assessment,
which integrates ISO/IEC 15408 [15] and the OWASP evaluation model Common
Criteria Web Application Security Scoring (CCWAPSS) [16] This framework uses a
scoring system to assess the significance of each factor within the criteria, facilitating
numerical rankings. As a result, it provides practical security evaluations that web portal
developers can quickly understand and implement.

[17] proposed a quantitative security evaluation approach for software systems from the
vendor's perspective, focusing on the analysis of collectible vulnerability data. They
applied a stochastic model using a non-homogeneous Poisson process to explain this data
and used numerical examples to evaluate the security measures relative to the content
management system of an open-source project.

[18] developed a method for computing the security qualities of software architectures
using security patterns. The core metric in this evaluation was threat coverage, and they
proposed an algorithm to aggregate low-level measures associated with these patterns into
a single high-level indicator.

[19] presented a hierarchical structure for web service security, complete with a model
that evaluates various aspects of security from an analytical perspective. They used the
Analytical Hierarchy Process (AHP) theory to prioritize and weight critical security
properties, such as authorization, confidentiality, and availability, allowing for greater
customization according to provider/consumer needs.

Currently, evaluations of web-based applications are primarily focused on usability, user
satisfaction, and user acceptance. There is a lack of research that concentrates on
evaluating web-based applications from a security perspective. Therefore, this research
aims to develop criteria to support the evaluation of web-based applications from a
security perspective and provide an analysis based on the security evaluation conducted
in the case study.
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3. Methodology

The methodology consists of four distinct phases: planning, information gathering,
implementation, and analysis, each interconnected to ensure a comprehensive evaluation.
This research focuses on assessing web-based applications from a security perspective,
with the analysis of the case study serving as a key output for this research (Refer to
Figure 1).

3.1 Planning

This section will discuss the findings and analysis conducted during the study. The study's
objectives were to propose criteria for the security evaluation of web-based applications and
validate these criteria through a case study. The Higher Institute of Science and Technology's
Ragdalin Portal was selected as the web-based application for this case study. Interviews
were conducted with staff at the institute's Computer Center to gather information on the
evaluation of the web-based application. Subsequently, the analysis summarizing the case
study findings from the interviews will be presented.

3.2 Information Gathering

The second phase was information gathering, aimed at obtaining a comprehensive
understanding of the project. This involved reviewing academic papers, theses from
previous researchers, and various case studies to support the literature review. The
information gathered provided valuable insights and raised pertinent questions that
guided the researcher in successfully conducting the study. After collecting the necessary
information, the researcher conducted content analysis, a technique used to analyze the
collected data. This content analysis formed a crucial foundation for the implementation
phase.

3.3 Implementation

The third phase is the implementation phase. Based on the content analysis, the researcher
identified several criteria for evaluating web-based applications. These criteria will be
detailed and thoroughly explained in the analysis and findings section. Using these
criteria, the researcher conducted interview sessions with staff at the Higher Institute of
Science and Technology's Ragdalin Computer Center to gather information about the
Ragdalin Portal, a specific example of a web-based application. The output from these
interviews was analyzed, and the results are discussed in the analysis and findings section.
3.4 Analysis

The final phase of this study involved analyzing the case study conducted on the Higher
Institute of Science and Technology's Ragdalin Portal, serving as an example of a web-
based application. This analysis was based on the information gathered during the
interview sessions with a website designer at the omputer Center of the Higher Institute
of Science and Technology's Ragdalin. The interview material was adapted from the
framework of vulnerability categories suggested by [7] With the analysis included in the
next section, the researcher is considered to have successfully achieved the three
objectives established in the planning phase.
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4. Finding and analysis

This section will discuss the findings and analysis conducted during the study. The study's
objectives were to propose criteria for the security evaluation of web-based applications and
validate these criteria through a case study. The Higher Institute of Science and Technology's
Ragdalin Portal was selected as the web-based application for this case study. Interviews
were conducted with a website designer at the Computer Center of the Higher Institute of
Science and Technology's Ragdalin to gather information on the evaluation of the web-based
application. Subsequently, the analysis summarizing the case study findings from the
interviews will be presented.

Phase 1: Planning

h 4

Phase 2: Information Gathering

h 4

Phase 3: Implementation

h 4
Phase 4: Analysis

Figure 1: Research Methodology

4.1 Validated criteria by Categories

The criteria for evaluating web-based applications are categorized to ensure consistent focus
on the key design and implementation choices that most impact the application’s security.
These validated criteria, organized by categories, are detailed in TABLE 1.Additionally, a
thorough analysis of application-level threats can be achieved by organizing them according
to application vulnerability categories, as described in TABLE 2.

Input validation

Input validation becomes a security concern if an attacker identifies that your application
assumes certain types, lengths, formats, or ranges for input data without verification. The
attacker can then exploit these assumptions by supplying specially crafted input to
compromise your application.
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Authentication

There are different ways to verify someone's identity for your system, but picking the
wrong one or setting it up poorly can leave security holes that hackers can sneak through.
Authorization

The system checks a user's ID and role to see if they're allowed to use something specific,
like a file or program.

Configuration management

Many programs offer tools for administrators to manage settings, update content, and
carry out regular maintenance tasks.

Sensitive data

Important information is vulnerable to different dangers. Hackers can try to steal or
change this data by attacking the places it's stored (like databases) and the ways it travels
(like networks).

Session management

Web applications handle keeping track of user sessions, and this plays a vital role in
keeping the application secure overall.

Cryptography

To keep information confidential, most applications rely on cryptography that scrambles
and protects the data.

Parameter manipulation

Hackers can mess with a web application's conversations with users by modifying data
sent back and forth. This can involve tinkering with various parts of the communication,
like website addresses, form entries, cookies, and HTTP headers, and even hidden
instructions.

Exception management

When errors happen in a web application and the user sees the exact error message, it can
be like giving a robber a blueprint of your house. This information might not be helpful
to the average person, but attackers can use it to find weaknesses and potentially break
in. In addition, if the application doesn't handle errors properly, attackers might be able
to crash it completely.

Auditing and logging

Keeping track of user activity (auditing and logging) helps catch strange behavior early
on, like someone trying to figure out the system (footprinting) or repeatedly guessing
passwords. This can stop them before they do any real damage. It also helps prove who
did what (deal with repudiation) if something suspicious happens.
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TABLE 1.Validation criteria by categories

No. Categories Definition
Category
Input validation refers to how your application filters, scrubs, or
C1 Input validation rejects input before additional processing.
Authentication is the process that an entity uses to identify
C2 Authentication another entity, typically through credentials such as a username
and password.
Authorization is the process that an application uses
C3 Authorization To control access to resources and operations.
C4 Configuration management refers to how your application
Configuration handles these operational issues.
Management
Sensitive data is information that must be protected either in
C5 Sensitive Data memory, over the wire, or in persistent stores. Your application
must have a process for handling sensitive data.
A session refers to a series of related interactions between a user
C6 Session Management | and your Web application. Session management refers to how
your application handles and protects these interactions.
Cryptography refers to how your application enforces
C7 Cryptography confidentiality and integrity.
Parameter manipulation refers to both how your application
C8 Parameter safeguards tampering of these values and how your application
Manipulation processes input parameters.
Exceptions that are allowed to propagate to the client can reveal
C9 Exception internal implementation details that make no sense to the end user
Management but are useful to attackers.
Auditing and logging refer to how your application records
C10 Auditing and Logging | security-related events.

4.2 Analysis of results

A website designer at the Higher Institute of Science and Technology, Ragdalin, was
interviewed. Based on the information obtained, an analysis was conducted to identify
security weaknesses in their web portal. The goal was to uncover common problems by
identifying patterns in the findings. These problems were then grouped into categories for
more organized resolution. TABLE 1. was used to define these categories. After
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reviewing the interview results Table (2), most categories showed security issues ("Yes"),
while a few did not ("No").

The question arises: why do most categories in Table (2) indicate "Yes," while a few
indicate "No"?

I will explain that one by one. If you look at TABLE 2. you will find that categories such
as (Q1-C8), (Q2-C1), (Q3a-C6), (Q3b-C9), (Q4-C4), (Q5-C4), (Q6-C4), (Q7a-C2), (Q7b-
C3), (Q9a-C9), (Q9hb-C9), and (Q10-C10) indicate "Yes" because the answers to the
questions in these categories conform to the descriptions in TABLE 1. However,
categories such as (Q3b-C6), (Q7c-C5), (Q8-C3), (Q10a-C10), and (Q10b-C10) indicate
"No" because the answers to the questions in these categories do not conform to the
descriptions in TABLE 1.

Moreover, Figure 2 shows the count of numbers Categories by the enforcement of
security elements. It reveals that 10 items on security issues are applied in the security
process and indicated as "Yes," while 5 items are not included in the security process and
indicated as "No."

TABLE2. Results of analysis

(Q1-C8) Yes
(Q-CY) Yes
(Q3a-Cé) Yes
(Q3b-C6) No
(Q4-C4) Yes
(Qs-C4) Yes
(Q6-C4) Yes
(Q7a-C2) Yes
(Q7b-C3) Yes
(Q7c-Cy) No
(Q8-C3) e
(Q9a-C9) Yes
(Q9b-C9) Yes
(Q10a-C10) No
(Q10b-C10) No
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Figure 2: Count of No. Category by Enforcement of security elements

The results of this study proved that 70%, or 10 out of 15 items on security issues, are
applied in the Higher Institute of Science and Technology, Ragdalin website, while 30%,
or 5 out of 15 items, are not included in the security process.

The analysis of the Higher Institute of Science and Technology, Ragdalin web portal,
revealed security gaps, particularly in authorization, cryptography, and parameter
manipulation. These weaknesses stem from unanswered interview questions related to
these security elements, suggesting a potential lack of security expertise or inadequate
security staffing to comprehensively address all security aspects and ensure the portal's
complete security.

5. Conclusion and Future Work

The interview with a website designer at the Higher Institute of Science and Technology
Ragdalin indicates an awareness of security issues in the web portal. This suggests that
the Higher Institute of Science and Technology Ragdalin might need more personnel to
handle security monitoring and reviews, ensuring system safety. To improve user trust
and overall reliability, the web application's security needs to be strengthened. After all,
the success of any web application environment hinges on a strong security
foundation.This study highlights the importance of detailed security criteria for web
applications, particularly those relevant to the Higher Institute of Science and Technology
Ragdalin portal. The hope is that these criteria can be used to develop better security
practices for both the Higher Institute of Science and Technology Ragdalin portal and
web applications in general. In the future, we will apply the proposed criteria to
universities, higher institutes, or other organizations to evaluate their web-based
applications from a security perspective
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